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The research-practice gap in authentication \ﬁ

Research ignores practice

* Widely-deployed, low-tech systems; Ul-bound adversaries
* What researchers should be doing: security FREEDOM TO TINKER
policy audits
— reverse-engineering security policies,
— quantify scale of vulnerabilities,
— drive policy change.
* Challenges: ethics, manual work, vulnerability reporting

research and expert commentary on digital technologies in public life
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Phone number recycling creates serious
security and privacy risks to millions of people

By Kevin Lee and Arvind Narayanan

Practice lags research

* Companies aren’t adopting best practices
* Researchers should try to illuminate the reasons why best practices aren’t
being followed




Consequence: Even though user authentication has improved... §\

M FA It’s a spectrum of assurance

Many different types of MFA exist, all providing different levels of assurance and convenience Road Map' Replacing Passwords With
OTP Authentication

Published: 03 November 2010

ID: G00207404
Analyst(s): Mark Diodati

Summary
SMS / Voice Backup codes Authenticator Mobile Push FIDO security keys

(TOTP) Many organizations wish to move to the desired state of password reduction because
of security and usability concerns, but struggle due to insufficient knowledge about
how to get there. In this road map document, Research Director Mark Diodati specifies
the strong authenticator selection process. Additionally, he discusses the milestones,
Anmaence decisions, and iated with the deployment of a one-time password
—- strong authentication system. A fulure documen( will road map the mllesmnes
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From Christiaan Brand’s presentation at BlackHat USA 2019

CTAP1 (U2F)
or CTAP2 WebAuthn

Google account hacks dropped by half after
pushing two-step authentication by default Remouable

Remote server

. . ANl . security key Relying Part
The results support an ongoing project to boost enrollment for additional security dongles i {RUitdlEoley)
measures
By Corin Faife | @corintxt | Feb 8, 2022, 12:27pm EST
f W (7 sHare Platform authenticators RSAConference2020

From Jen Tong’s presentation at RSA Conference 2020




... poor authentication practices remain.

* Millions of people risk falling victim to straightforward attacks.
— Unauthorized SIM swaps
— Account hijackings using stolen passwords

— Being part of data breaches Despite Decades of Hacking

Attacks, Companies Leave Vast
%) security Boulevard Amounts of Sensitive Data
Unprotected

ork v Events v Chat v Library RelatedSites v MediaKit AboutUs

ANALYTICS APPSEC (SO (OUD DEVOPS GRC IDENTITY  INCIDENT RESPONSE 10T /ICS  THREATS /BREACHES MORE v HUMOR Q

TechStrong TV - Live
Home » Security Bloggers Network » Lapsus$ Breaches Reveal that Even Cybersecurity Organizations Don’t Follow Best echstiong e

Practices

® LASSeAg®
Lapsus$ Breaches Reveal that Even Cybersecurity June 28 at 930 AM MFA fatigue attacks: Users tricked into

allowing device access due to overload of

Organizations Don’t Follow Best Practices
ociaBhgpnilarn=h et push notifications

An article discussing the latest cybersecurity breaches affecting major tech companies. These hacks were carried out
by the LapsusS organization and used social engineering techniques to bypass multifactor authentication. If youve
kept up with cybersecurity news over the past month you've likely heard all about Lapsuss breaching Okta and

YyoRsH

”S\‘(“)l\(arWinds Hackers Target Another Weak Point in Tech Supply Chain

Firms that resell or manage cloud services are springboards for bigger attacks




I’ve investigated flaws in user authentication in practice \?

* An Empirical Study of Wireless Carrier Authentication for SIM
Swaps. SOUPS 2020.

— Cited in current FCC rulemaking

* Security and Privacy Risks of Number Recycling at Mobile
Carriers in the United States. APWG eCrime 2021.
— Best student paper award

« Password policies of most top websites fail to conform to best
practices. SOUPS 2022.




I’ve investigated flaws in user authentication in practice \ﬁ

* An Empirical Study of Wireless Carrier Authentication for SIM

Swaps. SOUPS 2020.
— Joint work with Ben Kaiser, Jonathan Mayer, Arvind Narayanan
— Cited in current FCC rulemaking (WC Docket No.21-341)



What are SIM swap attacks?

Hi, I’'m Victim’s name and | need to move
my cell service over to a new SIM card.

al} @
Sure, Victim’s name. Let’s confirm it’s you.

Please provide the answer to challenge Y. “

Adversary Victim’s

Y The answer to that challenge is Z. } Carrier

That’s correct. Your service has been moved
to the new SIM card.




What are SIM swap attacks?

Tll

OTP

A versary

SMS

Hi, I’'m Victim’s name and | need to move
my cell service over to a new SIM card.

Sure, Victim’s name. Let’s confirm it’s you. @
Please provide the answer to challenge Y. “
Victim’s

The answer to that challenge is Z. Carrier

That’s correct. Your service has been moved
to the new SIM card.
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What are SIM swap attacks? \

TECH TWITTER \ CYBERSECURITY

The frighteningly simple technique that hijacked
Jack Dorsey’s Twitter account

SIM swapping is everywhere — and Twitter clearly isn't ready for it

By Russell Brandom | Aug 31, 2019, 10:30am EDT
e AF LPIease provide the answer to challenge Y. J [ ]
m noversary. ~ Victim’s
2 Posted by u/Keela1414 1 year ago A

U ~ Carrier
121 [ was sim swapped and no help from t mobile at all!!
8 <> Thousands of dollars stolen and t mobile does NOTHING..Can't

even follow-up in 48 hrs liked promised.

nm

Question

I was sim swapped last week, caught it immediately and called to have acct suspended.
Somehow fraudster changed acct passwords and stole thousands of dollars after I
called t mobile to suspend acct. My phone said SIM not provisioned, only number I
could call was 911. Called and spoke with supposed management (on a different line)
and was promised a follow-up within 48 hrs. No calls for 4 days. They even told me

Victim 10




Our study answers two questions iﬁ

1. How easy is it to perform a SIM swap?
2. How well do online services that offer phone-based authentication stand up to SIM

swaps!

IsSSMS2FASecure.com

Is SMS 2FA Secure?

An Empirical Study of Wireless Carrier Authentication for
SIM Swaps
> We examined the authentication procedures used by five prepaid wireless carriers when a customer attempts to change their SIM card, or SIM swap.

> We found that all five carriers use insecure authentication challenges that can easily be subverted by attackers.

W i the a ication nalicies of aver 140 wehsites that offer SMS-hasad ication_and rated th ility lavel of nser: I I




We attempted 50 SIM swaps on ourselves \ﬁ

* Opened 10 accounts at 5 carriers in prepaid market: AT&T, T-Mobile, Tracfone, US
Mobile, Verizon Wireless.

* Enabled all available security options (including PIN).

* Simulated attack using only victim’s phone number and name (and knowledge of call

logs and last payment, more on that later)

* Challenges: sticking to a script while adapting to unexpected situations




All five carriers had flawed policies

* Insecure authentication challenges across all carriers

* Attack: 30/30 success on major carriers, 9/20 success on virtual carriers

Personal Information Account Information Device Usage Knowledge Possession
Information Information

Street Email DOB Last 4 of Activation IMEI ICCID PIN or Security SMS OTP Email OTP
Address Address ey Date Password Questions
AT&T ® ® ® [ [
T-Mobile L ([ [
Tracfone [ ) @ [ ® ® ® o ]
US Mobile @ [ o
Verizon ® ® o




Key vulnerability: Manipulable information

Attackers can trick victims into placing or
receiving calls

\ 4

Personal Information

Account Information Device Usage Knowledge Possession
Information Information

Street Email DOB Last 4 of Activation IMEI ICCID PIN or Security SMS OTP Email OTP
Address Address ey Date Password Questions
AT&T ® ® ® [ [
T-Mobile ] ([ [
Tracfone [ ) @ [ ® ® ® o ]
US Mobile @ [ o
Verizon ® ® o

No authentication when making payments!

Attacker can make a payment on victim’s account, then

use that information to authenticate. 14




Process flaws: Customer service reps \?

* Allowed SIM swaps without authentication (Tracfone, US Mobile)

— Forgot to authenticate

— Proceeded despite failed attempts

* Disclosed customer information without authentication (AT&T, Tracfone, US

Mobile)

— Guided our guesses

— Leaked billing address



Why does this matter? \?

* Given a successful SIM swap attack, how easy is it for an attacker to compromise a
user’s account?
* We reverse-engineered the authentication policies of 145 websites that support

SMS-based authentication.

Your security method

(**%) 288 @
Manage v
Text message (SMS)
o Recovery codes
™ Use recovery codes to log in if you lose your phone or can't receive a verification code via text message or an Show codes

authentication app

Add a backup method

Set a backup method so you can log in even if your security method isn't available

AE  Authentication app e
You'll receive a login code via an authentication app
Security key Setip
You'll be asked to use your key for verification.




Most sites don’t stand up well to SIM swaps

* 83 (a majority) of websites defaulted to insecure configurations

* Some websites automatically enrolled the user in SMS 2FA

* 17 were doubly insecure
— Policy vulnerability: SMS account/password recovery allowed alongside SMS 2FA
— Paypal, eBay, Microsoft, Adobe
— We notified these most vulnerable websites

— Reporting policy vulnerabilities is yet another challenge

_ HackerOne tiage ' closed the report and changed the status to ® Not Applicable. Jan 12th (3 years ago)

Hi @kvnlprinceton,
Thanks for your report. Based on your initial description, there do not appear to be any security implications as a direct result of this behavior.

The vulnerability is not in Paypal, as you mentioned this is an issue with the carriers and they need to fix it on their side.




Impacts \?

| 1/21 - The Federal Communications Commission (FCC) has begun rulemaking to

combat SIM swap and port out scams, citing our research (WC Docket No.
21-341).

* 01/20 - We notified doubly insecure websites. Some responded by making fixes and
reporting them to us.

* 09/19 - We presented our findings to the carriers we studied and to CTIA. In
January 2020, T-Mobile informed us that after reviewing our research, it had

discontinued the use of call logs for customer authentication.

SMS is still not a secure way to authenticate online!




Recap \ﬁ

* Systematized SIM swap attacks
* Found vulnerabilities in authentication policies
* Made recommendations on the basis of usability that resulted in policy changes

* Full findings, recommendations, and carrier/website responses: issms2fasecure.com


https://www.issms2fasecure.com/

I’ve investigated flaws in user authentication in practice

* Security and Privacy Risks of Number Recycling at Mobile
Carriers in the United States. APWG eCrime 2021.
— Joint work with Arvind Narayanan
— Best student paper award

D
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35 million phone numbers are disconnected in the U.S. each year \ﬁ

Most of these are reassigned to other subscribers.

FCC has rules to forestall number space exhaustion for as long as possible
— Encourages carriers to recycle numbers

FCC-mandated aging period: 45-90 days

Consequence: calls/texts meant for the previous owner

Research question: Are recycled numbers still tied to previous owners’

online accounts!?
THE WALL STREET JOURNAL.

WN
ﬂma SS ol m ° On Al English Edition ¥ | PrintEdition | Video | Podcasts | LatestHeadlines
i ARTS&LIFE ¢ MUSIC PODCASTS H » HOURLY NEWS]

Home World US. Politics Economy Business Tech Markets Opinion Life&Arts RealEstate WSJ

Wrong Number? Blame Companies' Recyeling

oooooooo

She Gets Calls And Texts Meant For Elon By Alyssa Abkowitz
Musk. Some Are Pretty Weird December 1,201 MC

S et A TexT

Heard on All Things Considered
l BOBBY ALLYN

Some advice for aspiring Hollywood movie moguls: When seeking a big distribution deal,
make sure you dial the right phone number.




Your old number can leave you vulnerable

* Once your old number is made available again, someone can:
— Amass PIl on you on the web and perform impersonation attacks
— Hijack your online accounts through SMS authentication
* Can be opportunistic, but can also be targeted
* Threat model:a Ul-bound adversary
— No special skills needed, a normal authenticated user
— Expansive population

22



Analysis |: we looked for vulnerable recycled numbers \”

* Grouped available numbers at Verizon and T-Mobile based on simple trait:
— Likely recycled: no two numbers are within 10 of each other
— Possibly unused: at least two numbers are within 10 of each other
— Simple heuristic can also be used by attacker

(o - | v
(a) T-Mobile
® (IG5
_':'m2 Likely recycled numbers, since they are Available Numbers — NPA-NXXs
-6405
- ‘ Spaced out from each other Lf/(t’/_\’ l‘(’(‘_\'(‘/(’(/ 1,438 295
{-1--03-127 %
Possibly unused 5.490 1,098
(I 5632
(- - ‘ v (b) Verizon
-0 Available Numbers NPA-NXXs
mmmmose QL Possibly unused (fresh) numbers, Likely recycled 159 32
© (N W O0419 . e Tt - %
( since they are close to one another Possibly unused 8,444 45
(N W.-0421
(I I -0423

23




Most recycled numbers are vulnerable \ﬁ

* 66% of numbers enable impersonation attacks
— Attackers can gather Pll and then take over these numbers
* 66% of numbers enable account hijacking attacks through recovery
— Attackers can use SMS-recovery after taking over these numbers
* 39% of numbers were linked to usernames in password breaches AND
linked to accounts on at least | of the 6 websites
— Attackers can login and defeat SMS 2FA, no password reset needed yahoo!

Do you have this phone?
We will send a verification code to

+1217-819-(

Message and data rates may apply

24




Takeaway: most recycled numbers are vulnerable \ﬁ

* Attackers can feasibly leverage number recycling to target previous owners
and their accounts

* By focusing on blocks of Likely recycled numbers, an attacker can greatly
increase their chances of success
e Attackers are Ul-bound adversaries

* Limitation: we don’t know if the user actually chose SMS for recovery
and/or 2FA (ethical challenge)

25




Analyses 2 and 3:inventory and carrier-side flaws \ﬁ

* (Analysis 2) We know that recycled numbers are vulnerable. How many are
available to attackers?
— Investigated recycled numbers inventory at Verizon
—  We estimate number of recycled numbers to be ~996K [420K, |.6M] at any given time
* (Analysis 3) Are carriers facilitating attacks?

—  We found few limits at the prepaid and postpaid number change interfaces at T-Mobile
and Verizon

CSRs we spoke with had wildly inconsistent responses about number recycling
practices. No official public-facing documentation for customers.

26




Analysis 4: recycled numbers receiving sensitive messages \?

 Built a honeypot of 200 randomly obtained recycled phone numbers

* Monitored incoming messages/calls for one week
— 10 Android phones each at T-Mobile and Verizon, changed numbers every week
for 10 weeks

“Honeypot”

27




Analysis 4: recycled numbers receiving sensitive messages

* 1491 calls/texts in our dataset
*  We identified sensitive calls and texts using metadata only (ethical
decision)
— Sensitive calls: teamed up with Nomorobo to try and identify sensitive calls
based on sender info (calling party number + time) only

— Sensitive texts: looked at short code messages (5-6 digit numbers)
*  Owner information publicly available per regulation
* Harder to spoof

225-12

Reply Y to opt in to
recieve text alerts from
Sweet Tooth Bakery!

D
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Finding: sensitive messages for previous owners still being received \ﬁ

previous owners

— 6 lines still receiving authentication calls/texts (OTPs)

|9 lines in our honeypot (~10%) received sensitive calls/texts meant for

— |4 lines received Pll-revealing texts (pharmacy calls, appointments)

Nature of call / text Unique senders Total calls / texts

Recycled numbers affected (out
of 200)

Security/privacy-sensitive 24 60 19 (9.5%)
Authentication OTPs 7 13 6 (3%)
PII 17 47 14 (7%)

Marketing 19 40 13 (6.5%)

29



Impacts \$

* Better documentation for subscribers, training for service reps (1-Mobile).
* No action yet by regulators.
* No substantive defenses yet by carriers.
*  We worked with consumer protection orgs to integrate awareness of
number recycling vulnerabilities into security training.
— Users can protect themselves by e.g. using number parking services.
* This study addresses the gap between industry and research in the other

direction

30




I’ve investigated flaws in user authentication in practice \ﬁ

* Password policies of most top websites fail to conform to best

practices. SOUPS 2022.
— Joint work with Sten Sjoberg, Arvind Narayanan

31



Passwords aren’t going anywhere

* Password strength is still important.

* Best practices from research to encourage stronger passwords:
— Use blocklists

% This password has been leaked in a data breach, it must not be used. Please use another
password. | strong (64%)

— Use a strength meter (that accurately models adversarial guessability)

Enter password

000000000 .‘
Strength: Good ©

— Don’t require specific types of characters

Password ;
Must have more than 8 characters
sessss Must have at least one number
Must have upper & lowercase letters

32




But are websites listening to the research? \ﬁ

* Research questions:
— Are websites preventing users from using the most common passwords!?
— Are websites using password strength meters to encourage hard-to-guess
passwords!?
— What composition rules/policies (PCPs) are used?
* Tested 120 English-language websites among most popular websites in the

world (according to Tranco)

33



study I: Are websites preventing setting the most common passwords? \ﬁ

* Best practice: use blocklists to prevent users from choosing bad passwords

(Kelley et al., 2012, Shay et al., 2015, Habib et al.,, 2017).

*  We tested 2 sets of 20 passwords:
— leaked passwords (sampled from HIBP-100k most common list)

- easiest-guessed passwords (guessed by an ensemble of password cracking tools, CMU’s Password

Guessability Service)
—  Websites with identical PCPs (/classé, 3class8, etc.) tested with same set of passwords

Repeat with different password

Edit password

34




seudy I: 7| sites allowed all leaked and easiest-guessed PWs \ﬁ

* 71 websites, including Amazon, TikTok, Netflix, WS], allowed all 40 PWVs.

— 123456,pRssw0rd allowed
— Sensitive user information stored at these websites

* 19 websites had insufficient strategies, such as only blocking “123”
* Only 22 websites allowed < 5 of the 40 PWs tested

To change the password for your Amazon account, use this form.

........ ' Trying "11111111"

‘ Save changes |

Lost or stolen device? Unusual activity?
Secure your accoun t instead

v/ Success

You have successfully modified your account! 3 5



study 2: Are websites using strength meters?

* Best practice: use meter to estimate resistance to adversary cracking
(guessability), not complexity (Tan et al, 2020, de Carnavalet et al., 2014)

*  Well known open-source tools exist, including zxcvbn.

*  We tested the password input fields and looked for any feedback.

Enter password

Strength: Bad

Enter password

Strength: Weak

Enter password

Strength: Strong

36




study 22 Strength meters are not measuring guessability Vﬁ

* Low adoption: only 23 websites were using strength meters at all.
* Of those, |0 use meters as nudges toward character-class PCPs
— 6 websites have minimum-length PCPs (no character-class regs) only, so strength
meter being used as proxy for character-class PCPs
— 4 websites use meters to encourage even more complexity than required.
* Also:inconsistency with server: 12/23 websites were inconsistent between

meter feedback and password acceptance

New reecesccccceccecccce New eoeeececcece
Password strength: Weak Password strength: Strong
Re-type new (0000000000000 0000 Re_wpe new eeeeeecee

Passwords match Passwords match
Forgot your password? Forgot your password?

bkmmafwexucnvnsgppdk PasswOrd

37




study 3: 1 hose unhelpful password composition rules

* Best practice: don’t require specific
types of characters in passwords

(Komanduri et al., 201 |, Kelley et al., 2012, Tan et al., 2020).

*  We manually extracted and
reverse-engineered the PCPs at all
120 websites

* Practice lags research.We found
54 websites still using
character-class PCPs, despite all the
research and recommendations
against using them.

Update your password

Use this password to sign into any Intuit
product

New password

Confirm your new password

The passwords you entered don't match.

D
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Allin all: only |5 websites were following best practices

* Security:allows < 5 of the 40 common known-weak
passwords we tried (e.g.“12345678").

* Security: uses a strength meter that accurately models
guessability OR requires a minimum length of 8.*

* Usability: does not require specific types of characters.

*  Websites following all three criteria:

22/120

771120

66/120

15/120

39




Why is this research-practice gap so large? \ﬁ

* More research is needed!

Engage with system administrators to get their perspectives on password
security.

* Some hypotheses:

Password policy is security theater

Websites have shifted their attention to adopting other authentication
technologies, and believe that it is unnecessary to strengthen their password
policies.

Websites need to pass security audits, and the firms who do these audits, such
as Deloitte, recommend or mandate outdated practices.

Some other practical constraint that the academic community does not know
about.

40




Recap \ﬁ

* Most top websites are not following best practices in their password
policy.

— Users are either at risk from being allowed to set vulnerable passwords,
and/or frustrated from character-class requirements.
— The research is clear, but it looks like practice lags research.
* Future work: understand why system administrators are not following

these best practices

41



Closing thoughts: the flavor of this research \ﬁ

Motivation: maximize societal benefit.
Thesis: bad policies cause more real-world harm than software bugs.

Object of research:
* widely deployed, low-tech systems; Ul-bound adversaries.

APProaCh: Security pOIicy aUdits Security policy audits: why and how

ARVIND NARAYANAN, KEVIN LEE, Princeton University, USA

* reverse engineer security policies;
* quantify scale of vulnerabilities;
oftel D!
° d 1 I' h loit software vul ties. The solutions, in turn, need to be policy-based. We advocate for the study of policies and
rive poliCy change. Peoess, ot et s sl sl fyon g iy o i et x e g,

P ractiti O n e rs C a n aI s O h e I P C I O S e th e gaP Security policies matter, but you wouldn’t know harmed by high-tech vulnerabilities [1]. Meanwhile, gap-
. it from conference proceedings

Most information security researchers would readily ac-

knowledge that security isn’t just about software flaws: it’s

* Better engagement with researchers
* More focus on user-centered security policy research
4




Lessons learned over my Ph.D. training

* Talk with your advisor regularly.

* Talk to people from outside of your area.
* Volunteer!

* Family first.

D
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Thank you!

Paper on security policy audits:
https://arxiv.org/abs/2207.11306

44
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